alwil avast! Anti-virus Engine

Remote/Local Heap Overflow
04-July-2006

Summary

alwil software produces an anti-virus engine. The engine is capable of scanning
diverse archive formats, is purported to detect 100% of in-the-wild viruses, and is
ICSA certified. This engine is provided to OEM partners in order to enable their
products to scan for viruses.

While processing LHA archives, the software has insufficient checks on the data
taken as input from the file. Specifically, the flaw occurs when combining the
filename and directory-name extended-header fields of LHA files. This flaw
allows a specially crafted LHA file to cause a heap-overflow in the affected
software.

Impact

This vulnerability is present by default in alwil’'s avast! anti-virus engine.
Successful exploitation of these vulnerabilities results in local and remote code
execution with the full privileges of the process. By default, the privileges are
equivalent to System. Exploits that leverage this vulnerability must be
lowercase-conversion resistant and not contain NULL bytes; two tractable
constraints. Thus, exploitation can be made to work reliably.

Affected software

All products that contain versions of alwil’'s anti-virus engine less than Version
4.7.869 for desktops or less than version 4.7.660 for servers including:

alwil software: avast! Anti-Virus

alwil software: avast! Server Edition

TN North Software: Interner Anywhere eMailServer

IceWarp Software - Merak Email Server

SmartMax Software, Inc. - MailMax Server

Paul Smith Computer Services - VPOP3 Email Server

NetWin Software - SurgeMail Email Server

Bains Digital - Defender MX

Credit

This vulnerability was researched by Ryan Smith.

Contact
advisories@hustlelabs.com
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Details

The code uses a C++ class in order to decompress an LHA archive. The
following code segment shows the allocation for the class memory.

cdz2B4618 B1g push ?BSBh
cdz2B4610 B1C Mo, .
&4 Z2B4622 BI1C call °°2@¥HPHHI@Z i operator newluint]

Subsequently, the program decodes the LHA header. A pointer is passed to the
function that is Ox6F48 bytes into the previously depicted class memory. This
pointer is the first argument on the stack.

S42ESFEA B2a8 Mo ect, L[esi+7Evdh]
Sd2ESFEE B3A@ lea ead, [esi+aF48h]
S42ESFEC B3A push ean

Sd42ESFE0 B34 push ==

S42ESFEE B33 Mo ecl, E%

E42EEV9E B33 call LEH_DecnmpnieHeader

The program then uses EBP as a non-volatile reference to the second argument
(arg_4) as shown in the following picture.

&4 2EFERA LZA_DecomposeHeader proc near

E42EFERB

&4 2EFERA var_143A8 = duword ptr —-1420h

&4 2EFERA var_142C = duword ptr —-142Ch

&4 2EFERA var_14238 = duord ptr —-1425h

&4 2EFERA var_1424 = duord ptr —-1424h

&4 2EFERA var_142@ = duord ptr —-1420h

&4 2EFERA var_1418 = dword ptr —-141%8h

&4 2EFERA var_1414 = byte ptr —1414h

&4 2EFERA var_1413 = byte ptr —-1412h

&4 2EFERA var_1412 = bute ptr —-1412h

&4 2EFERA var_1411 = bute ptr —-1411h

&4 2EFERA var_141A = duord ptr —-1410h

&4 2EFERA var_y LSz 0HAME = dword ptr —148Ch

&4 2EFERA var_ 1488 = byte ptr —-1482h

&4 2EFERA var_ 148y = buyte ptr —-14@7h

&4 2EFERA var_DNAME = bute ptr —-1484h

&4 2EFERA var_ 1884 = byte ptr —-1B8E4h

&4 2EFEAA var_24 = duord ptr —24h

&4 2EFERA var_1C = duord ptr —1Ch

&4 2EFERA var_1l4 = duord ptr —14h

&4 2EFERA var_d = duord ptr -4

&4 2EFERA arg_H = duord ptr 4

&4 2EFERA arg_d = duword ptr 8

E42EFERB

E42EFEAE BEE | (=1¥] eaq, 1418h

54 2EFERS HER call __alloca_probe

&4 2EFERAA 1416 =1 gan, dword &43535BE
E42EFEAF 141A push eb . i
&4 2EFreBE 1414 =1 ebn, dsiYreadinBCGeneri
E42EFEBE 1414 push ebp

&4 2EVeBY 1418 [Lt=10] ebp, [eszp+1418h+arg_d4]

Next, the program begins to process an LHA extended-header. Where
appropriate, the program reads in extra data from the file. Then, depending on
the type of extended-header the program is processing, a switch statement is
executed.

Ed2E FHER DIGEST_HOR_LOOF_HEAD: : CODE #REF: LEA_Decx
Ed2ErAHEE 1420 cmp [ebp+LhaHdr Int., bﬁdrTgpe P 2

EdZEFHAY 1420 Jjz zhort loc 642EFQSS

Ed2ErAEE 1420 t=i] eat, Lesi+z0BEdh]

Ed2ErAEC 1420 lea edu, L[esp+ldzBh+uar_d4]

&d2ErAHLE 1420 sub edu, ead

&d2ErHLE 1420 chp edu, ecH

EdZEFALF 1428 Jl diss@

&d2ErALID 1420 push =]

&d2EYHLIE 1424 o ecH, [esp+ld2dh+arg_B]

Ed2ErH2E 1424 push =E . .

Ed2ErH2e 1428 call ds: YreadinBCGenericF i leEBERAE_MPAAIED
EdZEFHZC 1428 test al, al

Ed2ErYHZE 1420 Jz dissH

Ed2ErAZd 1420 o eci, [esp+ldzBh+uar_ 141617

EdZEFHZE

EdZEFHZE loc_B42EFAZE: . : CODE XREF: LZA_Dect
&d2ErHZE 1420 o ea4, [esi+Z20B4h]

&d2EYHSE 1420 Moz e edu, byte ptr [eanl

Ed2ErA4l 1420 inc EET

EdZEFAdZ 1428 cp eds, Sdh

&d2ErA4E 1420 o [es i+2004h0

E4ZEFA4E 14208 Ja LHAHOI HHDL

E4ZEFAS] 1428 MO H edH HE EHDE HDRHHLIZE[edH]
E4ZEFASE 1420 Jmp ds: LHH_HEHD F_HAMOCERCed##41
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Switch case 1, responsible for processing filename extended headers, is shown
in the picture below. The program correctly guards against any size that is

greater-than OxFF before copying the data to the field_14 buffer.

Ed42EFAEE LHAHOR_HHMOLF_FHAME: : CODE XREF: LZI
Ed2EFHE i DOATH XREF: .t
cd2ErHEE 1420 lea edu, [ecH-321]

cd2ErHFLl 1420 Mo ebH, =du

E42EFHAS 1428 =1g=} ebu, 180h0

E4Z2EFHAS 1428 b short loc &42E7ASE

E42EFHFE 1428 =10 ebu, h

Ed42EFHER

Ed42EFHEA loc_E42E7ASE: : CODE XREF: LZI
cd2ErHEA 1420 Hor ECH, SCH

Ed42EFHSE 1428 test eb1, ebu

E42EFHSE 1428 Jle chort loc_G42EFHAS

E4Z2EFHSE 14208 Jmp shart loc_E42E7ASG

Ed42EFHSE H

E4ZEFHEE 1428 alian 18h

Ed2EFHSE

Ed42EFHSE loc_E42E7AIE: ; CODE_XREF: LZ|
&d2ErHIA : LEA_Decompose
Ed2ErH9A 1420 Mo al, [eaul

Ed2ErHE2 1420 Mo fecu+cbp*LhaHdrInt. field_141, a
Ed2ErHTE 1420 Mo ean, L[esi+2004h]

Ed2ErHIC 1420 inc EEn

Ed2ErAE0 1420 inc =l=1]

Ed2ErHIE 1420 cmp ecH, b

Ed2ErHAA 1420 Mo [esi+2084h], =au

EdZEFHAE 1423 Jl short loc_&4z2EFA9E

EdZ2EFHAS

EdZ2EFHAS loc_EB42EFAAS: : CODE XREF: LZI
EdZ2EFHAS 26 cMp ebi, edu

&4 2ErHAA 28 Jae shoft loc_642EFAEE

Ed2EFYHAC 1420 sub ean, =bu

&d2ErYHAE 1420 add ean, =du

&d2ErHEA 1420 o [esi+2084h], =au

Ed2EFHEE

Ed2EFHEE loc_EB42EFABE: i CODE XREF: LZI
&d2ErHEE 1420 Mo [ebu+ebp+LhaHdrInt. fiseld_141, @
EdZEFHEBE 1428 dmp LHAHOF_GET_MEXT_HOR

The following is switch case 2, responsible for processing extended-header
directory names. This code ensures that no more than Ox3FF bytes are copied
to the var_ DNAME buffer; a correct course of action.

S4zZEFACE LHAHDR_HHOLF_DMAME:
S4zZEFACE
S4zZEFACE 1420 lea
S4zZEFACS 1420 mow
S4zZEFACE 1420 cHp

ZEFACE 1420 mow

2EFACE 1420 Jb
S4zZEFADL 1420 mow
S4zZEFADE 1420 mow
24 2E7ADA

zErADA loc_&42EFADA:
S4zZEFADR 1420 Hor
S4zZEFADC 1420 test
S4ZEFADE 1420 Jle
24 2ErRE
S4zEFHER loc_&42EFRES:
S4zZEFHER 1420 mow
S4zZEFRES 1420 inc
S4zZEFRES 14 o
S4ZEFREY 1420 mow
S4ZEFREE 1420 inc
S4ZEFREL 1420 cHp
S4ZEFHEE 1420 mow
S4zZEFAF4 1420 Jl
S4zZEFAFE
S4zZEFAFE loc_&42EFAFE:
S4zZEFAFE 1420 mow
S4zZEFAFA 1420 Mg
S4ZEFAFL 1420 Jae
S4ZEFAFE 1420 =ub
S4zZEFERR 1420 add
S4zZEFER: 1420 mow
24 zZEFER
S4zZEFERS loc_&42EFEBS:
4ZEFERS 5] mow
4zEFERC 1420 push
4zEFEBE 1424 lea
S4zZEFELZ 1424 push
S4zZEFELS 1428 mow
S4zZEFELS 1428 mow
S4zZEFELIR 1428 call
S4ZEFELF 1420 Jnp

7 CODE HREF: LEA_C
. : DATH AREF: .teHt
edi, [ecH-31]
edu, =di
edu, <EEh

[esp+id4Zbh+yar_ulSz0OMAME]T, eds
short  loc &42ETHOA

edi, 2FFEh

[esp+id4zbh+var_u lSz0MAME]T, eds

; CODE AREF: LEA_LC
ECH, SCH
edu, =dH
short loc &42EVAFE

; CODE AREF: LEA_LC
dl. [ean] i

E95D+EGH+14EBh+uar OHAME]
edi, L[esp+ldzBh+uvar_ ulSzDﬂHHEJ
ECH

eoH, edd
[esi+20@4h ], =an
short loc_&d42EVHER

CODE _“REF: LEA_C
== Eeap+1428h+var u 1'5z0HAME]

ecH, =di
shaort luc_642E?BBS
EAH, SCH

can, =di
[esi+20B4h ], =aH

CODE _“REF: LEA_C
gaﬁ. Eeap+1428h+var u 1'5z0HAME]

ecH, L[esp+ldzdh+uvar OHAME]
ECH
ECH, =51
E95p+eaH+1428h+uar OHAME], B
Elace dﬂ
HRHDR_GET_ EHT_HDH

SOME RIGHTS RESERYED
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The following code is executed after the program has processed a full LHA
header including the extended headers. This code concatenates two user-
supplied buffers, the field_14 buffer, and the var_ DNAME buffer. The previous
code shows that the resulting concatenation may be up to Ox4FE
(Ox3FF+0xFF+1) bytes in length.

E4ZEFCCH 1428 lea edr, [ebp+LhaHdrlInt.field 141

&4 2EFYCED 1420 o eay, ed+

&4 2EFCEF 1420 ut=i] esi, edH

&4 2EFCOL

Ed2EFCOL loc_Bd42EFCDL: : CODE XREF: LZA_Det
gd2ErCOl 1420 o cl, [eaxl

&d2ErCO3 1420 inc EEH

EdZEFCO4 1428 test cl, el

EdZEFCOE 1428 nz short loc_gd42EFCOL

Ed2ErCO2 1420 =F} edi, [esp+ldzB@h+uar OMAME]

Ed2EFCOC 1420 sub ea, esi

EdZEFCOE 1428 dec edi

EdZEFCOF 1428 nop

Ed2EFCER

Ed2EFCER loc_Bd42EFCER: . : CODE XREF: LZA_Det
&d2EYCEE 1420 o cl, [edi+l]

&d2EYCES 1420 inc edi

EdZEFCEd 1420 test cl, el

Ed2ErCES 1420 Jnz short loc &42EFCES

&d2ErCES 1420 o ecM, eat

&4 2EYCERA 1420 shr =oH,

&4 2EFCED 1420 rep movsd

&d2EFCEF 1420 o ecH, eat

Ed2EYCF1 1420 and ecH, 2

&d2EYCFd 1420 lea eat, L[esp+ldz2@h+uar OMAME]

Ed2EYCFE 1420 rep movsh

&d2EYCFA 1420 o ecH, eat

Ed2EYCFC 1420 sub edy, ecH

&d2EYCFE 1420 o edi, edi A\,
Ed2E FOEE A
Ed2E FOEE loc_Bd42EFDEE: : CODE XREF: LZA_Ded ,
Ed2ErOEE 1420 o cl, [eax]

Ed2ErOEZ 1420 o [ear+edy], cl

Ed2ErOEs 1420 inc e

EdZEFOAE 1420 test cl, el

Ed2ErOEE 1420 Jnz short loc g42EFDEE

The heap buffer’s is 0x7080 bytes in size. Since we’re writing into this buffer at
an offset of 0x6F48, with a size of Ox4FE bytes, we can write 0Ox3C6 bytes past
the end of the allocated memory. This vulnerability allows a standard windows
heap attack or a vtable-overwrite attack to be carried out.
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Remediation
The code should be modified to either truncate the file and pathname
combination, or to enlarge the buffer that holds the result.

Avast anti-virus Version 4.7.869 resolves this issue for the Desktop

Timeline of Events

04-July-2006 — Advisory drafted

11-July-2006 — Vendor notification

14-July-2006 — Vendor created the patch

06-August-2006 — Vendor released the patched version for the Desktop
25-August-2006 — Notification date missed due to Vendor issue
07-September-2006 — Vendor released the patched version for the Server
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Attributions

Code and cross-reference screenshots captured using IDA
(http://www.datarescue.com).

Flawed code obtained from alwil software (http://www.avast.com).

The images of red mackerel tabby cats were taken from Wikipedia
(http://www.wikipedia.org) and the Frederick County Animal Control Center’s
website (http://www.pethelp.net).

The Creative Commons license-notification image borrowed from
http://www.creativecommons.org.

License

This work is licensed under the Creative Commons Attribution 2.5 License. To
view a copy of this license, visit http://creativecommons.org/licenses/by/2.5/ or
send a letter to Creative Commons, 543 Howard Street, 5th Floor, San
Francisco, California, 94105, USA.

Attribution should be provided both in the form of a link or reference to
http://www.hustlelabs.com and a copy of the researchers’ names listed under the
Credit section of this document.

All other trademarks and copyrights referenced in this document are the property
of their respective owners.
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